TICKLE by intruder











ATTENTION: before starting to crack tickle or any other prog make sure u have a backup copy of the prog       u gonna crack. 








This tute  assumes that u can use soft-ice  and a hex editor.








After  loading  tickle into softice, press ‘ctrl  D’ to start tickle. Then choose ‘register’ it will pop up a window to type name and code. Now it’s good time to set a breakpoint on  GetwindowtextA coz this is the function that reads the strings from the window. So type 





‘BPX GetwindowtextA’    





now go back to tickle by pressing ‘ctrl D’ again, enter any name like ‘intruder’ and a code ‘1234’. Then click ‘OK’. U’ll see that softice will pop up when tickle calls GetwindowtextA now press F11 to get out of this call, then u should breakpoint just before the GetwindowtextA call to find out the mem location where the string read is going to be stored, start all over again and  softice will pop up just before GetwindowtextA check EAX and write it down (EAX is the mem location where code is going to be stored) then press ‘ctrl D’ again and F11 to get out of call. If u check mem location u wrote u’ll see the code u typed. Now 


do ‘ctrl D’ again and u’ll get to another GetwindowtextA call, this call is to read the name, we will not need the name’s mem location so just go on and press F11. After getting out of secong GetwindowtextA call set a breakpoint on memory range for reading at code’s mem location (the one u wrote down a while ago)





my breakpoint looked like





bpr  0157:760E24 0157  0157:760E28 R    ;since ‘1234’ is 4 bytes long 





and then ‘ctrl D’ and when tickle tries to read ypur code BANG. U r now inside the check routineand it will look something like this





:102173FC 7537        jne 10217435


:102173FE 8B542410    mov edx, [esp + 10]


:10217402 8B742414    mov esi, [esp + 14]


:10217406 8A02        mov al , [edx]     ;load AL with real digit code    


:10217408 3A06        cmp al , [esi]     ;compare real with our code 


:1021740A 751E        jne 1021742A       ;jump if not equal


:1021740C 0AC0        or al , al         ;check if end of string (AL=00) 


:1021740E 7412        je 10217422        ;jump if end of string


:10217410 8A4201      mov al , [edx+01]  ;same thing for next digit


:10217413 3A4601      cmp al , [esi+01]


:10217416 7512        jne 1021742A


:10217418 83C202      add edx, 00000002


:1021741B 83C602      add esi, 00000002


:1021741E 0AC0        or al , al 


:10217420 75E4        jne 10217406


:10217422 33C0        xor eax, eax       ;if codes equal EAX=0


:10217424 5E          pop esi


:10217425 5B          pop ebx


:10217426 83C404      add esp, 00000004


:10217429 C3          ret		     ;return


:1021742A 1BC0        sbb eax, eax       ;if not equal EAX=1


:1021742C 5E          pop esi


:1021742D 83D8FF      sbb eax, FFFFFFFF


:10217430 5B          pop ebx


:10217431 83C404      add esp, 00000004


:10217434 C3          ret		     ;return








U could crack it simply by changing ‘jne 1021742A’ to ‘je 1021742A’


and it would work so get an hex editor a search for 751E 0AC0 7412 8A4201 and change both 751E to 741E (je 1021742A), the only problem is that it doesn’t exist!!!!!!


Why?


Back in the check routine u weren’t inside tickle but inside MSVCRT40.DLL (this routine is _mbscmp a MSVCRT40 function). Probably u won’t have MSVCRT40.DLL loaded into softice so open winice.dat and write down your MSVCRT40.DLL path





this is my winice.dat





;***** Examples of export symbols that can be included for Chicago *****


;	Change the path to the appropriate drive and directory


exp=c:\windows\system\kernel32.dll


exp=c:\windows\system\user32.dll


exp=c:\windows\system\gdi32.dll


exp=c:\windows\system\comdlg32.dll


exp=c:\windows\system\shell32.dll


exp=c:\windows\system\advapi32.dll


;exp=c:\windows\system\shell232.dll


exp=c:\windows\system\comctl32.dll


exp=c:\windows\system\crtdll.dll


exp=c:\windows\system\version.dll


;exp=c:\windows\system\netlib32.dll


exp=c:\windows\system\msshrui.dll


exp=c:\windows\system\msnet32.dll


exp=c:\windows\system\mspwl32.dll


exp=c:\windows\system\mpr.dll


exp=c:\windows\system\msvcrt40.dll	<-here it is








Start all over again and repeat everything. 





Ah  we r back into _mbscmp, now press F8 until u get out of _mbscmp


and the code in tickle will be something like





:0040414E FF1580784000   Call (MSVCRT40!_mbscmp(


:00404154 83C408         add esp, 08


:00404157 E900000000     jmp 0040415C


:0040415C 5F             pop edi


:0040415D 5E             pop esi


:0040415E 5B             pop ebx


:0040415F C9             leave


:00404160 C3             ret





just go on pressing F8 until u find 





:004040E7 85C0             test eax, eax	;test EAX


:004040E9 0F850A000000     jne 004040F9   ;if EAX ( 0 go away faker


:004040EF B801000000       mov eax, 00000001 ;go on registered user


:004040F4 E902000000       jmp 004040FB





remember EAX in the _mbscmp routine if u typed a good code EAX it set to 0 else EAX is 1





now there’s a lot of possibilities to crack this but I think the best one is to change 





:004040E7 85C0    test eax, eax	;test EAX





to





:004040E7 33C0	xor eax, eax





this way EAX always turn to be 0 before the jump





Now use your hex editor and search for   85C0 0F850A000000 B801000000


then change it to  33C0  this is the opcode of      xor eax, eax.





